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1 Executive Summary

The objective of work package 3 is to develop teehnical framework for wireless sensor
network platforms enabling the vision of collaboratbusiness items. This will integrate all

platforms brought into the project under a commervise concept. The expected result is a
design and implementation of a common platformralotibn of the CoBls architecture.

This report surveys the platforms brought into @&Bls projects: TecO’s Smart-Its Particles,
Ambient Systems’s pNodes and Infineon’s Sindriostay. Each platform has its strengths and
the D301 specifies selection criteria for eachfptats by analyzing key characteristics such as
lifetime, reliability and robustness, scalabilitypsts and maintenance. In particular, a very
detailed analysis is given for ultimate targetsarding costs, environmental constraints, lifetime,
reliability, range and number of wireless sensatasoa technology for CoBls has to achieve. The
report further provides an overview on other stHtéhe-art sensor platforms. Various
accomplished field trials of the other platform® anvestigated and compared to the CoBls
approach. All these investigation are always sugoioby a strong reference to the application
scenarios SmartShelf from D101 and BP’s collabogatirums from D501.

For the partners within WP3 the results offer ahtétal base for future implementation
considerations. Partners in WP2 and WP4 concerridtine collaboration mechanisms and the
system management issues learn about the capahilperformance and constraints of each
platform which define the design parameters foirtbervices.
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2 Introduction

CoBls settings will push business logic towards & world by delegating tasks directly to
items participating in business processes. Thasasitwill comprise devices able to run those
tasks by utilizing their local resources and by s@port of other items in collaboration. The
technical implementation of CoBlIs should not impdke usage of devices from only one
platform, rather it should consider platform hetgoeity.

Each platform has its strengths and this shouldl laésreflected in the overall architecture. WP3
will approach this by the encapsulation of thosergjths in services which can be commonly
utilized by applications or other sensor networlatforms. The service-oriented view as

suggested by WP1 forms the architectural principtea pre-requisite it is therefore necessary to
analyse technical characteristics of each platfiorthe project from which the partners can learn
the capabilities, performance and constraints affgdhe implementation of the services. The

survey will be very technically. It is importantaththe partners gain a deep technical insight in
each platform. The technical characteristics wédtedmine the parameters for the design and
implementation considerations for higher-level sss deployed on top of the ones on the
devices.

The report starts with the relationship of the wpdckage within the overall architecture. It then
lists fundamental requirements of a CoBls platfoansl analyses in section 5 specific targets
regarding costs, environmental constraints, rangmber of sensor nodes, lifetime and reliability
a CoBls platform has to achieve. Section 6 justitize selection of the platforms. The focus of
this report is on a survey of the partners’ platfey namely TecO’s Smart-Its Particles, Ambient
Systems’s uNodes and Infineon’s Sindrion. This @y presents the platform architecture and
points out different technical features and stresgif each platform in section 7. Apart from
those platforms other platforms are able to procgesBls services. We will briefly present
platforms in section 9 which are used in the redearea and commercial platforms. In section
10 we will describe other trials utilizing collalative capabilities of wireless sensor nodes and
compare them to the CoBlIs approach. Heterogengitymajor challenge in this work package.
One possible approach for interoperability utilgidPnP is presented in section 11. The report
ends with a conclusion and an outlook in section 12

3 Relationship to the overall CoBls Project

The Figure 1 depicts a concept of the CoBls ovemathitecture. WP3 is involved in the
connection between Smart-ltems and the servicedadearchitecture on top of it. In particular,
WP3 investigates this connection on three congrletifborms, namely Ambient’s puNode, TecO'’s
Smart-Its Particles, Infineon’s Sindrion platforithe goal is to enable these platforms to work in
a service-oriented environment through an apprggpri@bstraction concept. This platform
abstraction is required to act service orientedrder to serve the upper parts of the architecture,
but is require to support various platforms witteithcapability in the lower parts. This
deliverable creates the foundations of the platf@aipstraction and serves as a representative
technical description of the platforms within th@jpct where partners from other work packages
are enabled to derive concrete design and impleatientparameters for their services.
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Embedded Sensor Emerging
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Figure 1. Relationship to the overall Architecture

4 Fundamental Technical Requirements for CoBls

In order to support the collaboration of items appiate platforms have to support the following
identified characteristics. These requirements raamdatory in order to establish the service-
oriented approach which is outlined in D101.

Sufficient computing power. Business logic requires the ability to derive suklefrom various
input data. Since tasks of that logic are transtemowards the items involved in that process,
sufficient computing power on the item is necessAryappropriate platform has to provide this
power.

Wireless communication capabilities.The key to collaboration between items is a pagsilbo
communicate to each other. Only in that way itasgible to organise distributed business tasks.
An appropriate platform is required to provide adbectional communication, preferably
wireless for a convenient usage with the businégssg. It is not said, what quality, e.g.
bandwidth, error or link failure rate, is requiréat that the communication. Such constraints
have to be handled by an appropriate collaborattmtept.

Sensing capabilities.The proposed scenarios for CoBls are focused fatysand item-to-item
proximity-aware applications. It is therefore imgamt, that an appropriate platform has
capabilities to sense the environment where tmsitare located. The sensed environment is one
of the most important inputs in the business Idggks running on the items as it allows the
direct detection of situations to which the items exposed.
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Remote update.The services implementing the business logic a&sd@ated services need to be
deployed to the items in an automatic way. An appate platform should therefore support the
capability to update the current set of servicestHer, the multitude of applications which arise
from CoBlIs and the dynamics of the environment tocl the items are exposed, make updates
and service reorganisation necessary and that itigpatandatory.

Storage. Business logic may not only act on an event bags,f an event occurs derive an
appropriate action. Often, it is necessary to coltata, e.g. in order to derive a trend, and then
conclude an appropriate response. An appropriatopin should therefore provide sufficient
storage to hold sensor data, provisional resulis,atso logging information for management
services.

Through an exemplary implementation in D501 of BR&zardous goods scenario involving
collaborative chemical drums we can specify somghrtieal capabilities of CoBls more
precisely. In the chemical drum scenario of D50limelemented the detection of the hazardous
situations such as storage limit exceeded and ipatible goods. The prototype was
implemented on the Particle Computer platform. Tokaborative functionality in this scenario
demanded the following technical requirements:

Computing power |5 MIPS PIC18f processor, 128KB ROM, 4KB RAM

Wireless Bi-directional communication with 125kBit/s 0n
communication 868MHz,
capabilities Protocol: AwareCon[3] for highly-mobile settings

Sensing capabilities | RF measurements and message detections

Remote update 36KB for core services and system, seryice
deployment by Over-the-Air-Programming

Storage 771 bytes for system variables, neighbourhood
tables and content-lds for incompatible goods

Table 1. Empirical requirements for the hazardous gods detection in the BP case

5 Ultimate and long-term Goals for the CoBIs Techno  logy

In this section we will analyse and define ultimatel long term goals, which consider primarily
practical issues and constraints which are impoasethe CoBIs technology. Ultimate and long-
term goals specify objectives which will be apptoedt in the CoBls project, but will be
completely achieved in a time frame beyond the @inthe project. The goals outline the next
important steps in the technological developmemtthe following subsections we analyse the
cost target, environmental constraints, range amdnber of networked nodes, power
requirements and the maturity of the hardware. ¥@lrselves guided by the BP case which is
introduced in D501.

5.1 Cost Target

The cost target for CoBIs hardware is currentlydhtar estimate. For BP as one of or users the
cost target should be as low as possible to retumaximum of revenue after the investment in
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such a technology. On the other side, the costthiohardware will also recognize a lower bar.
As a consequence, we will review this problem frboth sides, i.e. we will firstly analyse
primary factors affecting the technology costs sadondly have a view on the cost benefits for a
user of CoBls technology. Based on this perspedctitrmate goals regarding the cost target are
proposed.

5.1.1 Technology Costs

We will briefly walk through different cost factomaffecting this goal and compare different
opinions in order to learn what can be reachedeBrior currently available sensor network
technology is around EUR 100,- per sensor node. dbvious that these costs will decrease. In
[5] the authors estimate that the cost target inme quantities will decrease from $50-100 per
node in 2004 and to less than $25 by 2008. As ait¢t6], Intel expects for Motes:

"Researchers at Intel expect that, with re-engimggrMoore’s Law and volume production,
motes could drop in price to less than $5 each tvemext several years."

Figure 2 depicts this trend. Starting from a $5 eniot the year 2010 and applying the Moore's
Law every 18 months, the price will drop to 65 ent2015 and even down to 5 cents in 2020.

N O N )

Price Per Mote (Dollars)

S¢

2010 2013 2016 2019 2022
Year

o

Figure 2. Price development for Motes according titntel (Source: [16])

It is obvious, that this has be considered critycadince it just refers to the digital processing

units. But there are more cost for the analog comapts like sensors and transceivers and the
production process which will drop more slowly.garticular, sensors costs do not follow this

trend and underlie their own dynamic. The popul@&xXA210 acceleration sensor which is used

in many scenarios to observe vibration of equipmanges in cost between EUR 9,- and EUR

60,- for the same quantity. As a result of the papty of this sensor, it can be expected that

these numbers already refer to a relatively highme.

For safety scenarios like the one we target aBfeaite, the costs of intrinsically safe equipment
adds another cost factor. Even if the technologybigjuitous and cheap, these costs will remain
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rather constant at a relatively high level. Stgaidelines have to be fulfilled like the directive
94/9/EC from “Equipment intended for use in PotahtiExplosive Atmospheres (ATEX)” [4],
which requires quality control and assurance mdshafor the production processes of the
technology. No platform used in this project corapliwith this directive, so this cost factor
remains unclear. From the requirements of ATEXait be seen that a large effort has to put in to
build wireless sensor network equipment which caesplvith it. This is beyond the scope of this
project and therefore cannot be reviewed from thet perspective in detail. For the future, i.e.
referring to the next several years, we will expece still a relatively high price for sensor
network technology in safety scenarios like ourdaBe.

Target cost of the technology will be dominatedthy supplemental technology such as sensors
and packaging technology to comply with certairegaguidelines. In particular, the compliance
with those guidelines introduces an unclear factdnich varies on the specific application.
However, we estimate that these costs are accepsaide human life and multi-million dollar
assets and machines will be safe-guarded. To adecthe ultimate goals should be therefore

1. a widely re-usable packaging strategy which cammocodate different wireless sensor
network platforms and complies to different levelsafety requirements

2. a standardized process for development and praatuofi wireless sensor nodes in order
to ensure quality control mechanisms

3. a flexible sensor plug-in concept which will alemuire a standardization of the physical
and access interface

5.1.2  Benefits for the User

A user benefits from the CoBls approach if it savese costs in a business process accumulated
within a certain time period than the amount ofesivnent needed for purchasing and operating
the technology. However, the question for borderlosts of the technology below of that the
revenue will be positive is difficult to answer.

The BP case we are exploring within the CoBls mtsjenvolves safety scenarios especially in
the handling of chemical containers or drums. $afetludes hereby worker safety, but also
environmental safety. In the latter case, BP igamly committed to undertake constantly
improvements in order to reduce air emissions, waischarges and accidental releases,
including oil spills to sea or land. But, still tieeare accidents. For instance, on March 30, 2804,
large explosion and fire occurred in a gasolinedm@lunit in the Texas City facility of BP.
Fortunately, there were no injuries. We believe ©aBls technology could contribute positively
in order to prevent damage to material and to gated workers.

However, the production of chemicals in the oil &sgindustry always contains the risk of
accidents. The following numbers sketch out roughly production amounts within BP for
different chemicals.

b/d = barrels per day, cf/d = cubic feet per day
2004 2003

Liquids production (thousan@,531 2,121
b/d)
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Gas production (million cf/d) | 8,503 8,613
Refinery throughputs2,976 3,097

(thousand b/d)

Petrochemicals productio28,927 27,943
(thousand tonnes)

Table 2. Operating Statistics from BP (Source: BP Anual Report and Accounts 2004)

When producing such large quantities, appropriatériology and controlling mechanisms are
required in order to assure safety for workers, enat and the environment. Nevertheless,
companies in the oil & gas industry such as BP ltagated provisions in order to remediate and
clean-up environmental damages in the case of aatsdThese significant measures are reserved

for such accidents. The following figures show prevision accumulated by BP in 2003 and
2004.

$ million

2004 2003
Operating expenditure 526 498
Clean-ups 25 45
Capital expenditure 524 546
New provisions for en-588 515
vironmental remediation
N_ew_ pr_ovisions for decomz294 1,159
missioning

Table 3. Provisions for Restoring the Environment $ource: BP Annual Report and Accounts 2004)

The benefit for a user of CoBls technology shouéy-pff in a reduction of the financial
expenditures and provisions for post-accidents areasy reducing the risks of those accidents.
We derive from this discussion the following ultimagoals for the technology regarding its cost
target:

1. High degree on flexibility to be re-usable in vassoscenarios. This favours the approach
of attachable technology in order to re-use exgstaguipment and avoid costly re-
development.

2. As the result of the attachment approach, theogepént and maintenance effort of the
technology should be minimized, e.g. deploymenughbe possible within seconds and
should not require highly-trained people.

3. Standardization and unification of electrical iféees to supplemental technology such as
sensors to take various scenarios into account

4. Configuration: configuration hereby denotes thegesaf different components, e.g.
different sensors, with a minimum of additional tsos
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5. Tweaking possibilities, i.e. the technology cantimeed to the requirements of the user
with minimum effort in order to keep costs low

5.2 Range and Number of Sensor Nodes

When a CoBls scenario is operating devices impleéimgnthe business logic have to
communicate to each other. Communication is ctificathe collaboration of the sensor nodes
and to render the required business functionalliereby, we only consider wireless
communication capabilities of the sensor nodesaAssult, the communication range depends
strongly on the propagation conditions. These afleenced by the communication frequency,
the design of the radio front-end, the antennagtediut also very strongly by environmental
conditions such as the surrounding material neanwyreless sensor node.

On Smart-Its Particle Computer for instance weusiag the RFM1001 transceiver operating on
868 MHz ISM band. It is known and confirmed in @xperience that this transceiver contains a
very robust radio front-end which even let it operasing air-wires instead of mounting it on a
PCB. In contrast, experiences with the Chipcon C@©l0an integrated transceiver and
microcontroller unit, reveal that one has to paprgj attention on the driving circuitry for the
controller. The antenna designs for sensor nodéopta also varies strongly. Many platforms
use a simple whip antenna made from a steel agrsilire in order to achieve a omni-directional
propagation utilizing a dipole characteristic. Otlapproaches, especially on the upcoming
Zighee nodes operating on 2.4 GHz utilize small SMprinted antennas. Basically, the devices
of the available platforms can communicate betwEsm (indoor) and up to 100m (outdoor, free
field).

However, the communication range heavily relie® @s the environmental conditions. In the
BP scenario for instance, we expect a strong poeseh metal because sensor nodes will be
probably mounted on chemical drums. Furthermorectimmunication between nodes cannot be
expected to be symmetric.

In general, it is very hard to estimate these dos without appropriate field tests. On the other
side those field tests have to achieve results witertain consistency and reproducibility. The
naive approach to the problem would be to increesenumber of nodes if the propagation
conditions are unacceptable. In the same way thendancy would be increase which positively
influences the node failure. However, one has taware of the increased network load, which
results in higher latency for reaction to a certaondition. A technical option would be the use of
power boosters, which amplify again the transmiv@o This definitely imposes an additional
load on the battery based power supply of a semsde and decreases therewith the lifetime.
Additionally, one has to be aware of the RF regoatvhich might get violated when using
those boosters.

For CoBIs the ultimate goal is to find a trade-{oétween the communication range, the number
of nodes, the network load and therewith the regulatency.

5.3 Power and Lifetime Requirements

The current sensor nodes are powered by standareriés, such as standard AA and AAA
batteries. Those batteries provide a capacity 0028illiampere hours (mAh), in case of the AA,
and 800mAh for the AAA. The following table listset power consumption of three platforms,
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namely Smart-Its Particle Computer [3], Motes fr@mossbow (http//www.xbow.com) and Dust
nodes (http://www.dustnetworks.com/).

CurrentVoltage|Power Bitrate[Energy per Dbit
(mA) (V) (mW) |(kbps) (mW/kbps)

Particle Compute35 1,2 42 125 | 0,34
Motes 35 3 105 | 38,4 | 2,73
Dust 25 3 75 76,8 | 0,98

Table 4. Power Consumption of selected Wireless Sar Nodes Platforms

However, the lifetime is affected by additional ttas. All platforms are able to support duty-
cycle operations consisting of alternating sleepraping phases. Depending on this cycle the
average power consumption can be decreased anefdieetthe lifetime extended. Note, the
figures in the table above refer to regular operatiith no duty cycle applied.

Another effect results from the characteristic loé tattery. For instances, there are batteries
which are designed for extremely low-current amgilans such as the use in the wristwatches
which require only a few microampere. A sensor npdeered by such a battery will burn the
battery internally and the capacity would immediatirop down.

The chemical composition of a battery plays anotiacial role. The following Table 5 lists a
selection of AA and AAA batteries commonly usedvareless sensor network devices.

Type Size Voltage (V) | Capacity (mAh)

ACCUCELL Alkaline | AA 15 1800

GP NiMh AA 1.2 2100

GP NiMh AAA 1.2 850

SANYO NiMh AA 1.2 2500

SANYO NiMh AAA 1.2 800

SANYO NiCd AA 1.2 1000

SANYO NiCd AAA 1.2 250

Panasonic NiCd AA 1.2 1000
Panasonic NiCd AAA 1.2 300

Table 5. Selection of various rechargeable battergefor use on wireless sensor devices

There are also rechargeable batteries availablehndtore larger capacities than regular NiMh
batteries. As an example one can consider battenesell-phones and camcorders. So far they
haven’'t been used on the devices due to their las@g®, costs and proprietary recharging
equipment. Coin cell driven nodes like the MICA2D®®m Crossbow haven't been proved yet
in a reasonable scenario.
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Furthermore, battery discharge does not follownadr curve. As a result, the naive approach by
dividing the battery capacity and the power constimnpwill not yield to a correct prediction of
the lifetime. The authors in [17] have thereforgpemmentally evaluated the lifetime using
GoldCaps in order to do it in an reasonable amod@inime. However, these values have to be
considered carefully since the authors concludedlifetime of a battery driven node by the
assumption that the entire capacity of 1200mAhepatis used up. In contrast, it is known that
one cannot drain the battery down to a zero capabieasurements with Smart-Its Particle
Computer reveal a more accurate lifetime measureenhey were carried out over months.
The following figure depicts voltage plots (voltagae y-axis, date on x-axis) of a Particle
Computer utilizing different duty-cycles and suppliby a single AAA battery. When the voltage
reaches 0.9 volts, the Particle Computer will gsipprating. One can see that from a regular AAA
battery only 0.5 volt can be used.
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Figure 3. Voltage (y-axis) measured for Particle Qmputer over time (x-axis shows the date starting ehof
July 2004). Power supplied was a single AAA battenthe number in parentheses indicate the duty-cyclé.e.
2,5 means 2.5 seconds sleep and then send 1 patksting about 26ms. The experiment was stopped in
October 2004, leaving out the final results for thd.0s duty-cycle.

The difficulty is the comparison. The measureméntSigure 3 on Particle Computer were taken
over months, but the hardware utilizes a voltage-sip switch. This is intended to utilize more
capacity than the non-stepped approach. As a resnilar measurements undertaken with the
platform in [17] are not comparable.

Another effect on the nodes’ lifetime is expecterbtgh the influence of the temperature when
nodes are used outside. Low temperatures decrieadeattery capacity significantly when not
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even add serious damage. This is due to the fattstandard batteries are based on chemical
reactions with metal and an electrolyte. Low terapees inhibit this reaction or even cause
chemical alteration of the substances. Usuallyseheffects happen below zero degrees on the
Celsius scale. There are special batteries to withethis problem; however, they have not been
tried out yet. However, we expect similar and rediale effects in temperature ranges above this
bar. High temperatures as caused by direct sotiatran might also effect the lifetime. The
opposite effect of “cooking” the battery’s chemiaaill surely not contribute positively to the
lifetime. However, experimental results are missing

For the BP scenario, we will definitely face tengiare effects on batteries. The required
lifetime remains unclear, but it is certainly coegblwith the lifetime of the business item. In [5]
one can read

“Most customers would like to purchase sensor neta/o
that operate years without battery replacement.”

Logistics scenarios which uses similar technoldgyt for tracking goods on trains while in

transit request a operational lifetime of 5 to @&ngefor the technology solution. We expect a
similar runtime for CoBlIs technology in the BP saga. Shorter runtimes will impose a huge
overhead on the maintenance side which will beagoépted.

To conclude we derive the following ultimate go@bBlIs technology needs to be designed to
cope with a huge variety of power supplies in ortbefulfil the application requirement of a
years long runtime.

5.4  Environmental Constraints

CoBls technology in the BP case will work in haestvironments under different temperatures
and maybe exposed to shocks and other mechanicasfoWe will briefly look into resulting
consequences for the hardware of wireless sensl&sno

The first consequence is the packaging. Curremtlyplatforms used in the project have not
addressed this problem for the BP case. But, expegs with different packaging methods are
already made using Berkeley Motes. Motes were destescenarios such as Great Duck Island
[9] and the Redwood forest [6]. Thereby, differdatms of packaging were tried out and

evaluated. The following pictures depict some tgppackaging approaches.
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Figure 4. Different packaging approaches used in thGreat Duck Island field trial (Source: [9])

As a result it can be state that most packagedvad¥he field trial. But it revealed also some
failures which should be considered in future rewvis. One problem was battery leakage where
H2S03 left the shell and corroded the mote (seerEi§). Furthermore, it could not be proofed
that the packaging was sealed correctly. Againosion affected the electronics. Especially, the
last problem could be avoided when the requirerfeerd re-open package is dropped. Actually,
as we found out in discussion with BP, this kinghatkaging is mandatory for a successful
deployment of the technology in safety areas. Asrsequence, a wireless sensor node will need
to be operate as long as the lifetime of the objgstattached to since there is no possibility to
change batteries.

Figure 5. Corroded Mote after a battery leakage irthe Great Duck Island field trial

When packaged, sensor readings may become prolitefrtae sensors are not mounted outside
of the packaging. Especially, light and temperatse@sors are affected. However, mounted
components outside may potentially break the sgalamdition of the package. The challenge for
CoBIls technology is hereby to find a re-usable pgekfor different wireless sensor network
scenarios, which are applicable in different scesabut within a single domain, e.g. safety.

In section 5.3 we have already mentioned the etietémperature on the battery. Additionally,
electronic parts on the wireless sensor nodes tawperate also within certain temperature
ranges. Microchip (http://www.microchip.com) hadegprized these conditions as follows for
analogue components:

Shortcut  |Category Range

C Commercial Range 0°C - +70°C
Extended Industri

E Range -40°C - +85°C
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I Industrial Range -25°C - +85°C

M Military Range -55°C - +125°C

\Y Specific Temp. Range | see DataSheet

Table 6. Categorization of temperature range of arlag components

For others than analogue components, e.g. for woatooller units (MCU), Microchip has
released similar categorization schemes. A briedstigation on the Smart-Its Particle Computer

hardware revealed the following categorizationhaf tomponents in Table 7. One may use t

hese

to determine the guaranteed operation conditionsléoices of the Particle Computer platform.
For almost all parts the hardware fulfils alrealdy temperature-based operating requirements for

the use in industrial scenarios.

Table 7. Temperature range of Particle Computer components

Operating Storage MicroChip

Component Name Temp.-Range Temp.-Range |Category
MCU PIC18LF6720-I/PT | -40°C - +85°C -65°C - +150R@lustrial
Stepper MAX1724 -40°C - +85°C Industrial
Crystal ACT 20MHz|/ACT H2 4h -20°C - +70°C -40°C - +85°C Commerdial
Poti Stepper MAX5161 -40°C - +85°C Industrial
Transceiver TR1001 -40°C - +85°C -50°C - +100A@ustrial
Flash-Memory AT45DB041B-SI -40°C - +85°C Indusitria
EEPROM DS2431 -40°C - +85°C Industrial
Sound NFT-03A -30°C - +70°C -40°C - +85°C Commdrcia
Crystal (32,768MHZz)ACT711S -40°C - +85°C -55°C - +12506dustrial
OpAmp LM8261M5 -40°C - +85°C -65°C - +150fi@dustrial

In particular, when considering the BP case, theicds must also comply to the safety
requirements of the ATEX guidelines. As a resultleploying the device in harsh environments,

the ATEX guideline uses a separate categorizattherae to describe the constraints impose

don

the device for such environments. We summarize theiefly in the following table. The

complete list can be found in [4].

Category Constraints

Equipment-group| Equipment in this category is required to remainctional, even in th
I, Category M 1 |event of rare incidents relating to equipment, veithexplosive atmosphe
present, e.g.

sources of ignition do not become active, in thentvof rare
incidents.
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Protection must be guaranteed even in the eveffailoffe of one
means of protection

no dust can penetrate the equipment

surface temperatures of parts must be kept clémityw the ignitior
temperature of explosive atmosphere

opening of equipment parts must be guaranteed umate@active of
intrinsically safe conditions

Equipment-group| Equipment must be equipped with means of prote@imsuring

|, Category M 2 that sources of ignition do not become active dyrimormal

operation, and even under rough handling and chgngi
environmental conditions.

The equipment is intended to be de-energized inetrent of an
explosive atmosphere.

Equipment-group - Equipment must be so designed and constructed siiatces of
II, Category 1 ignition do not become active, even in event oé iacidents

Protection must be guaranteed even in the eveffailoffe of one
means of protection

measures must be taken to ensure that the stateichoma surface
temperatures are not exceeded even in the mostvaurkble
circumstances.

dust may enter or escape from the equipment onlgpatifically
designated points, e.g. cable entries.

Equipment-group - prevent ignition sources to become active, everthm event of
II, Category 2 frequently occurring disturbances or equipment afeg faults

stated surface temperatures are not exceeded, ievitre case af
abnormal situations

opening of equipment parts must be guaranteed umate@active of
intrinsically safe conditions

same temperature condition as in Il, 1

Equipment-group - prevent foreseeable ignition sources which can rodaung norma
II, Category 3 operation.

Surface temperatures must not exceed the statednonaxsurface
temperatures under intended operating conditions.

air/dust mixtures cannot be ignited by foreseeadptition sources
likely to exist during normal operation.

For cable entries and connecting pieces, one rakstthe size of its
particles in account, which do not impose
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Table 8. Constraints for devices working in potentally explosive atmospheres

Currently, no platform in this project fulfils threquirements of the ATEX guideline which apply
in the BP case. As a consequence, we define tlenvialy ultimate goal of CoBls technology:
CoBls technology must be designed and producedstardardized process in order to ensure
and apply quality control mechanisms guaranteelmg dperation under the environmental
constraints of the application case.

5.5  Maturity of the Hardware

The wireless node platforms currently used in fhisject went through a long process of
development. They were tested in various projemtsszenarios. During design time and runtime
the platforms were scientifically evaluated. In |pocdtions about the platforms, the results went
to an detailed and scientific review process. Thasasures show that the hardware is moving
towards the required maturity.

The reliability of the hardware was also tested emaluated under rigorous scientific measures.
There are no mechanical moving parts mounted obdheds. As a result, there is no mechanical
deterioration or abrasion of mounted parts. Furtther size of the boards is very small and this
contributes to the mechanical stability and robess$nsince it decreases the areas where forces
can affect.

Derived from our experiences, corrosion of soldgmads may arise as a problem in the long-
term usage after several months. The resulting pitrenomenon is unpredictable and will lead to
a replacement of device. A possible solution migitthe usage of high-value material such as
gold instead on tin. The recent Particle Computrision 2/29 uses gold pads and the
experiences we gained are very positive.

While the platforms are excellently evaluated, kbeagn test are still rare. As an ultimate goal of
the project it is required to undertake variousglberm test under similar conditions as in the
prospected scenario.

6 Project’'s Hardware Platform Selection

In this project three different platforms from paets with an excellent standing were selected to
implement the CoBIls vision. These platforms areti®@arComputer from TecO (University of
Karlsruhe), pNodes from Ambient Systems, and thei®n platform from Infineon. We will
briefly emphasize major design goals and strengthtie platforms. Technical details are then
given in section 7.

The Particle Computer are a wireless sensor netplatform. They were developed with the

goal to achieve a very flexible platform which daa used in highly-mobile settings. Flexibility

is achieved by a hardware component concept s@ma@@mmunication and sensing concerns.
The variety of different sensor and communicatiaards available proof the success of this
approach. In order to cope with the conditions ighly mobile scenarios, Particle Computer
contain a series of optimizations particularly e tradio protocol. Optimized on localized

communication, highly mobile scenarios and the labdity of various pluggable sensors they
present an ideal platform for executing local basslogic in the BP application case.
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The pNode platform from Ambient System is also aeless sensor network system. A major
goal during the development was energy efficiefidtye platform runs AmbientRT, a real-time

operating system, allowing an optimized balancetask execution and energy saving sleep
states. uNodes further implement also an optimiaesuting protocol to transport data via

multiple nodes and keeping the energy consumpti@nainimum. Additionally, sensors can be

attached, but are currently under development.offtenized energy consumption and the wide-
area communication make pNodes an ideal platform bigsiness logic applied on large

environments, e.g. environmental monitoring inBiecase.

The Sindrion platform from Infineon follows anoth@esign strategy. Sindrion nodes are small
wireless sensor nodes, which only communicate gataway computer. The gateway computer
then reflects the functionality as services throagttandardized UPnP interface in the backend.
Sindrion nodes are very closely coupled to a batlsystem. The Sindrion system was designed
to move the UPnP standard towards wireless semgtasnand is primarily applicable for systems
which always share a strong coupling to backendpcens. Within the project the Sindrion
nodes are the preferred platform for the SmartSéedihario (see D101) in order to integrate
intelligent RFID readers in the CoBls architecturlae following figure compares the strengths
of each platform.

The different strengths of the three platforms @ummarized in Figure 6. The diagram reflects
the coverage according to three features, namasggrefficiency, mobility, and standardization.
This qualitative interpretation reflects only rolglselection criteria for a specific platform.
Those criteria are given in detail in section 8.

Figure 6. Strengths of the CoBls platforms

All the platforms were developed by partners in gieject. As a result the project combines
different platforms with the corresponding techhiegpertise. In general, the technical diversity
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is the strength of project. Business cases like $neartShelf or the BP case cannot be
accomplished by a single “everything-can-be-donddtfprm. Rather, for each case an
appropriate platform has to be chosen matchingefairements at best. As a consequence, the
CoBls approach must cope with this diversity. Hgvihese three platforms available in the
project, the consortium has gathered the best Earpompetencies and is aligned perfectly to
cover all interesting areas for CoBls applications.

To conclude, the project partners have the necedsa@hnical expertise and experience to
implement the CoBls idea. The platforms which wbreught into the project have specific
characteristic each covering various requirementhé proposed scenarios. Instead of focusing
on just one platform the CoBls approach will shoswhto handle the diversity and to benefit
from the strengths of different platforms which apgpropriately selected for a specific business
process.

7 Platform Survey

The following survey will systematically presentckaplatform. It is hard to compare one
platform against the other, since they all followlitierent design focus. As a result, the survey
will emphasise the strengths of each platform.rileoto provide a structure, the following head
topics will be discussed for each platform: Systamchitecture, physical characteristics,
computing, memory, communication, power, sensatsiadors, connectors, and development.

7.1  Smart-lts Particles

Smart-Its Particles allow bridging the gap betwpencesses running in a backend system and
real-world events by incorporating sensing anditim-slecision making based on the sensor
measurements.

TecO'’s Particle platform (http://particle.teco.eduins to provide a generic and comprehensive
solution for wireless sensor systems applicatidre platform is especially designed for mobile
and ad-hoc communication scenarios where the dewicenmunicate without infrastructure
support. Rapid prototyping capabilities for testaspgumption in real world setting are the major
demands on the platform. The platform follows a-tveard approach where a Particle node
comprises a communication board combined with alitiadal board. Latter can contain sensors
(-> sensor boards), further communication intersaeeg. Ethernet bridge board or USB board, or
the microcontroller’s pinout for customized profoty developments, which is referred to as
breakout board. The platform is freely programmablgports wireless software updates and
incorporates with backend system through its owimagtructure. Integrated in the CoBls
architecture this allows the execution of collabiom tasks defined by the collaboration
framework.

In CoBls business logic considers heavily real d@vents affecting items and their relation in
business processes. Smart-lts Particles can semebyh as intelligent sensor nodes able to
execute those parts of business logic. It is ingmdrto note, that the platform will not serve as
environmental data provider, but rather as techgylenabling in-situ decision making in a
collaborative manner. The platform provides suéfiticomputational power for such tasks of the
business logic. In CoBlIs the Smart-Its Particlestfptm will find its application in the BP
scenario, where handling and storage of drums zdiid@us chemicals need to be collaboratively
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monitored in-situ for safety regulations. As a dhjrrototype platform, Particles can rapidly
adapted and modified in order to test assumptiomsal world use cases.

7.1.1  System Architecture

The Particle system view (Figure 7) comprises #ithnology as the lower layer and the backend
system components on top of it. The XBridge is¢bmponent providing backend connectivity

and therefore enabling infrastructure support.oitwairds packets from the RF to the UDP

network and vice versa. The broadcast communicdteiween Particle nodes in the technology
layer is reflected as UDP broadcast communicatothé backend layer. Backend components
reside on PCs and listen on the UDP network forsamgss. All components in the architecture
use ConCom[7] as a common communication languagaC@m represents data in a strictly

typed form of tuples which are concatenated inesesgs. A tuple starts with a type identifier,

followed by a length statement and then a numbetath bytes specified by the length. As a
result, various applications which are distribusertoss multiple Particle nodes and backend
components can operate in one Particle systemeasame time without data interference. The
figure below illustrates the Particle system.

Backend Components

Particle Over-the-Air-
ParticleAnalyzer || ParticleDB Location || TimeService .
Programming
System
‘ libparticle H libparticle ‘ ‘Iibparticle H libparticle H libparticle
ConCom
(UDP Broadcast)
UDP Network
Particle Technology _
Bridge
AA’
Particle Node (AwareCon) ConCom
(AwareCon)
m Particle Node
(AwareCon)

Figure 7. The Particle system

Typical backend system components are permanevitaegrike the time service providing the
actual time by request of setting the RTC on thenmoanication board, the ParticleDB
(http://lwww.teco.edu/projects/particledb) loggirng twhole message communication of Particles
nodes, and the Particle Location System [1] impleimg a cell-of-origin location system
utilizing the bridges. Other components supportdbeeelopment and data analyzing processes:
the ParticleAnalyzer serves as the real-time mangotool, and Over-the-Air-Programming
allows an application specific in-situ update of farticle computer software.

Through the use of ConCom the Particle platformsdua@ know the notion of a middleware. The
Xbridge just forwards the packets in both direcsiomhere is no mediating component between
the backend and the Particle hardware.
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7.1.2  Physical Characteristics

This section provides an overview on the particimaicomponents of the Smart-Its Particle
system.

(b)
(@)

Figure 8. Particle communication board (15x48 mm) kgure 9. Particle sensor board
(a) SSimp - only sensors (17 x 22 mm)
(b) Spart - with own microcontroller (18 x 37 mm)

7.1.3  Computing

The communication board and the sensor board bae n microcontrollers from the
Microchip PIC series.

Particle communication board Sensor board with micocontroller (SPart)
PIC18F6720, 5 MIPS PIC18F452, 5 MIPS

128 KB ROM for programs 32 KB ROM form programs

4 KB RAM for data 1.5 KB RAM for data

1 KB internal EEPROM 256 byte internal EEPROM

7.1.4  Memory

The Particle communication board has further acte$sl2 KB flash memory for storing data
persistently. The sensor board SPart incorporatégianal 32KB EEPROM for storing arbitrary
data persistently.

7.1.5 Communication

The communication board runs a customized commtiaic@rotocol AwareCon [1] especially
designed for ad-hoc communication. AwareCon is ablbandle high mobility of nodes. The
synchronization with a new partner in range takgscally around 12ms. Once synchronized,
nodes exchange synchronization signals in a randod distributed manner and establish a
common time slot scheme. With a common time sltab¢ished they can immediately exchange
data. With this fast and self-organized synchraiomaAwareCon is suitable for highly mobile
environments.
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Figure 10. AwareCon time slot

The figure above shows the slotted TDMA structufeAwareCon with its 13ms time slot.
AwareCon also follows the concept of a fully distried system. Nodes all have equal
responsibilities to establish time slots, exchasyggchronization signals and keep an established
timing scheme alive. There is no access point astenadevices like in W-LAN, Bluetooth or
many other known protocols. The channel access aseendestructive bit wise arbitration
known from cabled networks such as the CAN fields.b@his access method achieves
outstanding low collision rates especially for higlimber of concurrent nodes. It is also known
for its good capabilities to handle priorities. Tdhata traffic is organized in packets of 64Bytes
data payload. The Particle nodes communicate w2 KBit/s in the 868 MHz band. The
frequency is fixed due to the use of the TR100thasRF transceiver. However, by changing the
transceiver to another one from the TR series)abkes a communication on other frequencies.

7.1.6 Power

The Particle communication board is powered wiingle AAA battery. A power circuit (step-
up voltage regulator) is responsible to providerteeessary voltage for this board (3.3V). Sensor
boards connected to the communication board are ptsvered with this power source.
However, the supply may also be originated from aleitional board. The bridge and USB
board power the communication board.

Several energy saving mechanisms have been intddtaw AwareCon of which the most

important one is the so called early shutdown. Sgimalata filtering [2] enables nodes to

interrupt and cancel a running packet receptioraratearly state before the transmission is
completed. The according nodes can turn off tregrar front-ends or even go to sleep mode until
the next timeslot and thereby save energy.

It is obvious that the energy consumption strorgdgypends on the application running on the
sensor node. Experiments where the Particle nodesctéd and communicated shock events
revealed a runtime of up to several months witingle AAA battery.

7.1.7 Sensors

The SSimp sensor board provides the Smart-ltsdRapiatform with various sensors, such as
TC74 temperature sensor
TSL2550 light sensor
Microphone
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ADXL210 2-axis acceleration sensor

Further, the SSimp board can be optionally exterlmethe second acceleration sensor and the
flexible resistor. The sensor sampling and corafadensor bus systems such as 12C is taken by
the communication board’s microcontroller.

In case of the SPart, the handling of the sensotaken over by a separate microcontroller. It
controls the same sensors as the SSimp, but opsenaors, such as the additional acceleration
sensor and the flexible resistor are already maurBeth boards provide further the possibility
to connect further analog and digital sensors,a&TSL250 light sensor.

7.1.8  Actuators

The communication board provides two LEDs (red,ebléor presenting various states, e.g.
communication state. Further there a speaker mduiote acoustical notification. The sensor
boards also provided LEDs. We have successfulljampnted further actuator equipment, such
as LCDs.

7.1.9 Connectors

The common element of the Particle platform is2hepin connector. The microcontroller of the
communication board provides via this connectoregainpurpose digital I/O pins, analog inputs,
serial line communication (TTL logic) and an I12Csbidditionally the board voltage of 3.3V is
provided through this connector.

7.1.10 Development

The development for the Particle platform is supgubby a variety of libraries. On Particle nodes
the application development preferably utilizes theiform access to sensors and the
communication stack which is provided by the Phatitode’s file system [10]. Expressions like
write(“/dev/awarecon”, “/dev/temperature”) read the temperature sensor and
write the reading on the communication stack AwareQvhich transmit it. The application
program for the nodes is transferred to the speodides via Over-the-Air-Programming (OtAP).
OtAP is an essential part of the development pmocbscause it enables the in-situ
reprogramming of nodes while being integrated impplication scenario.

The development of backend components utilizes lithgarticle. The libparticle is a cross

platform library written in C for Windows and Linugystems. It shields the details of the
communication process and ensures seamless informaxchange to other backend

components as well as Particle nodes. Further sugpo the developer is provided by the

ParticleAnalyzer. The ParticleAnalyzer (Figure 1d)an all-round tool intended for real-time

analysis. The sensor information is plotted in-teak graphically as wells as on a console for a
detailed view. The analyzer links also to the Ot&dMmponent, combining in this way the easy
selection of Particle nodes and in-situ reprogramgmi
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Figure 11. ParticleAnalyzer plotting acceleration @ta during a rotation of a Particle node

The ParticleDB is permanent backend component whickates a huge archive of all
communication going on between Particle nodes. Assalt it provides the opportunity for an
analysis of long term data. A query template onWA&W enables an comfortable way to query
for data using various possibilities to filter theReturned data can be browsed or optionally can
be exported to a comma-separated format for imparther applications.

7.2 Ambient uNodes

Ambient pNodes are a wireless sensor platform @mglbllaborating business items. The use of
wireless sensor nodes like the uNodes for tagdiegbiusiness items is ideal. They are small,
cheap and energy efficient while capable of in-npdacessing, node-to-node communication,
and sensing the environment.

The pNode is a dual processor platform. The Ambiettvork Processor is dedicated to wireless
network communication while all other computingeiseecuted on the application processor. On
the application processor runs AmbientRT, a reaktbperating system easing the development
of robust sensor and collaborative applicationgdrticular, this system can provide a valuable
basis for the development of the device-specifigises in the service-oriented view of CoBls.

In CoBls Ambient Systems brings in its expertiseaal-time operating systems. Implementing
collaborating services in such an operating sysadaws a new quality of business logic. The
energy-efficient design of the pNodes guarantee®ng operation time. This contributes

positively not only to the energy costs, but alsthie overall operational costs of a CoBls setting
as they are associated with the maintenance cyatedevices. As Ambient Systems provides
uNodes commercially, this is of great interest.

In CoBls the Ambient uNodes are also used in thes&ario. The objective hereby is to isolate
further requirements for a commercially availabléatiorm suitable to perform CoBls
functionality.
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7.2.1  System Architecture

The ambient piNode is a wireless sensor node. VEsedensor nodes are tiny embedded devices
equipped with sensing hardware capable of mongotireir surroundings and communicating
with each other through a wireless medium.

The uNode is a dual processor platform. The Ambiettvork Processor is dedicated to wireless
network communication while all other computingeiseecuted on the application processor. On
the application processor runs AmbientRT, a reaktbperating system making development of
robust sensor applications easy. Figure 12 shosvsithplified architecture of a puNode.

The pNodes together form a multi-hop network in ahhneighboring nodes can communicate
directly or through intermediate nodes if no direohnection exists. The network is ad hoc
which means that nodes autonomously and dynamifcally a network of connected nodes.

Besides multi-hop point-to-point communication, esdan be appointed dssignated gateways

to which sensory or other information is routede3é gateways can collect data and take care of
outputting the data. The gateways by themselvesiraraveb-servers acting as a bridge between
the wireless sensor network and an Ethernet backehdork. Figure 13 illustrates a typical
network infrastructure of pNodes.

Figure 12. Ambient platform architecture

Deliverable D301.doc Public | 29/52 |




Project Title Collaborative Business Items Project No. 004270
Project Acronym CoBls Date 31-07-2005
Chapter Platform Survey Deliverable D301

Figure 13. Typical network infrastructure of pNodes

7.2.2  Physical Characteristics

The Ambient pNode is available in two versions: /51 x 32 mm (see Figure 14) and V1.1: 40
x 50 mm (LCD sized). The Ambient Network Processd@ x 6 mm (see Figure 15).

Figure 14. Ambient uNode V1.0 Figure 15. Ambient Nevork Processor

7.2.3  Computing

Both puNode versions incorporate a microcontroltent the TI MSP430 series. piNode V1.0 uses
a MSP430 derivate with 60 kB Flash and 2 kB RAMjl&eN'1.1 bases on a MSP340 with 48 kB
Flash and 10 kB RAM. All radio communication is neovto a secondary processor (the Network
Processor). Both processors communicate througityasimple protocol supported by processor
hardware.
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7.24  Memory

Additionally, the pNodes have access to externaharg for storing arbitrary data. The pNode
V1.0 accessed 1.5 kB, while the pNode V1.1 hassscte 1.5 kB external RAM and an
additional external EEPROM of 4 Mbit.

7.2.5 Communication

The communication is based on a multi-hop ad hdwaeor&. This allows the network to be build
up out of an large number of devices, which togetben the network. The network protocols
are energy efficient, in which nodes only becomgvac(sending and receiving) when really
needed. The nodes autonomously and dynamically fometwork of connected nodes. Nodes,
which are not needed to form a network, can detodeecome passive nodes, thereby saving
even more energy. The devices can be static or lenobevices support both peer-to-peer
communication and communication to a designateevgayt, of which there can be multiple in a
network. Communication takes place in the 868 MH2Xb MHz band (frequency hopping can
be used in both bands) at a rate of 76 kBaud. dteaty is measured to be ~0.5 s per hop.

7.2.6 Power

Both versions of uNodes can be powered by regud#tebes. The uNode V1.0 is powered by
two regular AA cells. The V1.1 can take any suppétween 2.7V and 3.3V. Further, latter
version was successfully tested with solar cells.

Both pNode processors can switch to ultra low-powedes. Between communications, the
radio is put to its standby state in which it canes little energy. When the application processor
iIs running AmbientRT, it automatically keeps hardsvgeripherals in the lowest energy
consuming state as possible and between taskstleeddPU core is switched off. The usage of
solar cells and those measurements will definitebntribute to reduction of the overall
operational costs of a large scale setting.

7.2.7 Sensors

The puNodes can be combined with various sensors. piftlode V1.0 comprises an onboard
temperature and light sensor (LDR). Further sensarsbe added by a separate sensor board.
The pNode V1.1 integrates an onboard temperatungoseA separate sensor board incorporates
further sensors, e.g. light sensor.

Both platforms include a 12-bit analog to digitaheerter and standard 1/O to which the user can
connect sensors/actuators. Three lines can befasedmpling of external analog sensors or for
standard 1/0. Additionally, four lines can be used!/O (interrupt capable). All these I/O can be
used to connect a wide variety of sensors. Amidsyistems is capable to design and implement
specific interfaces needed for the project.

7.2.8 Actuators

The uNodes incorporate four LEDs in different cel@r displaying different internal states. The
uNodes were further successfully tested with arautbw-power graphical LCD of 102 x 80
pixels. Others actuators can be added on request.

7.2.9 Connectors

Both pNode boards provide pin heads for
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JTAG (programming and debugging application prozgss

I/O lines

Analog-Digital-Converter (ADC)

RS232 (3V, hardware) and 12C (software) secondargrounication interfaces
LCD connector (I12C)

7.2.10 Development

Wireless communication necessities are alreadyranogned into the devices through the use of
the network processor. Necessary for developmeditdetougging are a JTAG interface and a
GNU Gcc compiler for TI MSP430 (http://mspgcc.saiorge.net). As operating system pNodes
will use AmbientRT which provides appropriate ahstion for the access on the hardware.
Further, the system will ease the burden for theeld@er of programming applications in an
energy-efficient way that utilize the energy souog@imal in order to allow a maximum run-
time. Optionally, pNodes can run TinyOS (http://wsmyos.net), an operating system for
Berkeley Motes which also incorporate the MSP43&@ssor.

7.3  Sindrion

The Sindrion architecture enables the integratibnvioeless sensor and actuator devices into
Universal Plug and Play (UPnP) environments, blyzirtg dedicated smart wireless transceivers.

The Sindrion platform is a concrete networked emdleddsystems technology which supports the
CoBls collaboration framework. A dedicated Sindrgmftware development environment, which
offers a complete design flow from UPnP device Hpation, code generation to flash
programming of the transceivers, is currently impated. The Sindrion design flow will
support the development of application specifictvgafe for the Sindrion platform, allowing
different concrete implementations of CoBls framéwoomponents.

Wireless control networks in large-scale CoBls eyst must be able to organize themselves
dynamically and autonomously. A semantic middlewglegform provides mechanisms which
allow the smart nodes to discover each other, ter dheir functionality to other nodes in a
formalized way as services and to access remotessroffered by other nodes. One of the best
promoted middleware standards is UPnP. With Simdrdmr objective is to integrate sensor and
actuator devices into UPnP. The basis of the sys$etn source out complex data processing
from the embedded low-cost, low-power transceiterdedicated terminals, which establish a
proxy in the UPnP network. This technology allowglging the gap between IT infrastructure
and embedded systems by incorporating highly-foneti UPnP compliant devices, while
concurrently satisfying rigid cost and power reguients.

According to the CoBIs “Smart Shelf” scenario theadBion technology will be adopted to
construct a network of Intelligent Shelves by imggtng standard RFID readers and Sindrion
Smart Transceivers. The implementation of collathega components in a “Smart Shelf”
prototype system could be used for validation ef@oBIs framework.
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7.3.1  System Architecture

The basis of the Sindrion system is the wirelesk between peripheral devices and dedicated
computing terminals. The Sindrion terminals, whedtablish a proxy in the UPnP network, are
equipped with a network adapter which is compatibith the RF transceiver included in the
Sindrion Transceiver. Data and protocol processirgdone in the terminal, which features a
virtually unlimited amount of processing power amgemory compared to the Sindrion
Transceiver. Figure 2 shows the fundamental straatstablishing the communication between
the terminal and a previously unknown Sindrion Biagiver.

Figure 16. Schematical overview of the Sindrion syasm

The procedure is as follows:

1. Discovery: The two end devices find each other in the disgopbase. To this end, the
UPNP discovery protocol is used.

2. Code Download: If the terminal does not yet contain the contrpplecation for the
Sindrion Transceiver, the transceiver’s applicattmae is downloaded by the terminal.
Preferably, this code is written for a middlewaratiorm such as the Java Virtual
Machine. This guarantees platform independenceafladis for the seamless integration
into various terminals. Further, high-level prograimg languages facilitate application
development.

3. Application-Specific Communication: The following communication between the
downloaded service application on the terminal #sdcounterpart - the transceiver
control - on the Sindrion Transceiver may be congbeapplication-specific and does not
have to be defined by any standard.

7.3.2  Physical Characteristics

Figure 17 shows a Sindrion prototype evaluatiorrth@énich allows easy system debugging. The
current size of the printed circuit board is 12@0«x 10 mm. The physical dimensions will be
reduced by a redesign to approximately 60 x 40 »mbd. The long-term goal is to develop a
packaged single-chip Sindrion Transceiver. The fi-evaluation sensor node is scheduled for
the end of this year.
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Figure 17. Sindrion prototype board

7.3.3  Computing

The current Sindrion evaluation board is equippéith whe following computing devices: The
main processor of the module-based Sindrion evaluatystem is a 16-bit microcontroller
(Infineon C161PI) provided with 128 KB RAM and 2 MBlash Memory. Additionally the
system is equipped with a flash-based FPGA (Act®ABIC APAQ75), a real-time clock
(Microchip PIC) and a wireless RF-transceiver fiehn TDA5255).

7.3.4 Memory

The memory requirements of the Sindrion Transcdiveware are less than 64 kByte ROM and
less than 16 kByte RAM.

7.3.5 Communication

The communication layers can be characterized|ms\vi

MAC layer: master-slave, peer-to-peer possiblenmatimplemented, power consumption
is approximately 500uW, 0.5s response time, 50/&Bi¢t throughput

Network / transport layer: IP/TCP, UDP (no routzapability)

Application layer: UPnP basic device, non-semaguiatrol protocol

The terminal-side network adapter is realized a&J8B dongle (Microsoft RNDIS compliant,
implemented in Linux, WinXP, Win2000, Win98, WInCEA further reference about the
communication in Sindrion can be found in [11].

7.3.6 Power

Standby power reduction is an important designgaxfthe Sindrion module design because the
wireless Sindrion Transceivers will be battery poedein many application scenarios. Because
the communication between terminals and transceiigetypically low in control networks, the
transceivers will be idle most of the time. Thedion Transceivers standby power consumption
is a couple of 100 pW. Starting from this low-poweode there are two possible actions in the
Sindrion network which trigger a hardware wake-up.
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In the first scenario the system is woken up whata @5 detected on the wireless communication
channel. A second power state is entered, whictswors approximately 15 mW. After
receiving data, the address of the incoming padketlecoded and checked against the
programmable MAC address of the Sindrion Transceivedule. If the addresses do not match,
the system is put to standby-mode again. If theesdds match and the entire MAC frame has
been correctly received a com-wakeup signal is igdee and the whole system enters the fully-
powered third state, consuming approximately 50 nm\ier the data has been processed the
Sindrion Transceiver falls back to standby-mode.

The second scenario is entered when an attachedrsgevice indicates that some data is to be
processed and transmitted to the terminal. Theosesignal is used to put the system into the
third power state mentioned above. After the datlieen processed the system is switched back
to standby-mode again.

The power measures given above are related toitlt#i@ prototype system. The designated
single-chip realization of the dedicated hardwaié ke significantly more power efficient.
Further information can be found in [12].

7.3.7 Sensors

The Sindrion Transceivers can be connected tordiffetypes of sensors in order to integrate the
devices into a UPnP network. Besides that the sysge no further equipped with special
embedded sensors.

7.3.8 Actuators

The Sindrion Transceivers can be connected tordiftetypes of actuators in order to integrate
the devices into a UPnP network. Besides that yis¢em is only equipped with some status
LEDs.

7.3.9 Connectors

The hardware connectors of the Sindrion Transce@axeuation board are provided by the
integrated microcontroller. The module offers thkofwing interfaces:

13 independently configurable digital input andpaitpins, which can be used as wake-
up, status, or bus signals

2 analog input pins, driving an analog-to-digitaheerter with a resolution of 10 bits

An 12C interface, which is implemented in the moatroller hardware. The operation of
the interface is supported by the Sindrion corprotocol.

RS232 interface

7.3.10 Development

The development of application specific software fiee Sindrion platform should follow a
dedicated design flow, which is currently under elegment. The first version of the IDE
(Eclipse plugin), which will also support a systdebugger, is scheduled for Q2/2005.

7.4  Summary
The following table summarizes important technfealtures of all CoBlIs platforms.
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Platform Node v1.0/v1.1 Particle / SPart Sindrion
Program Memory (KB) 60 /48 128 /32 2048

RAM (KB) 2/10 4/1.5 128

External non volatilg No /512 512 /32 No

memory (KB)

Integrated Sensors Temperature, light | No / Temperature No
Temperature light, microphone
3D acceleration
force
Actuators LED(4), LCD LED(2), speaker |LED
LED(2)
Radio data rate (kbps) 76.4 125 50
Physical dimensions (mfn| 51x32 / 40x50 15x48 / 18x37 55x66

Table 9. Summary of technical features of all CoBlglatforms

8 Criteria for the Usage of Project Platforms

As mentioned in section 6 platforms need to becseteappropriately according to the business
case. For instance, Particle Computer and pNodepraferred in the BP case (D501) since they
allow mobile ad-hoc scenarios and local decisiorkinga In contrast, the Sindrion nodes are
closely coupled to the backend and are preferréderRFID case as outlined in D101. Platforms
cannot easily be segmented in simple and smaritelligent. The differences which determine
their usage are manifold. In this section we vabk into criteria which will guide the decision
makers to favour one or the other platform in theisiness case.

8.1 Reliability / Robustness

It can be stated that all platforms in the propge reliable in their operation. They were tested
and evaluated using scientific methods. Howeves, eéxpected that harsh environment like in the
BP case will have a significant influence on thermion. Section 5.4 outlines these constraints
and suggested an appropriate packaging for theoptatevices. Up to now, no platform was set
in such an environment, so no final statement eagiven at the moment.

8.2 Costs

Section 5.1 analyzed comprehensively the cost tavfesensor node platforms. The current
platforms do not fulfil these targets as they arst pvolving from research platforms to devices
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for industrial usage. As a result of section 5.1specific number can be given which clarifies the
trend. It is clear, that the technology will becoaeaper, but currently no platform will can be
considered advantageous compared to the others.

8.3 Lifetime / Operation Time

In terms of lifetime, all platforms integrate lowower transceivers and are able to operate
utilizing duty-cycle mechanisms. Today, they casilgaachieve an operation time of several
months while supplied by regular batteries. uNodath their primarily energy aware and
efficient execution model implemented in AmbientR@y gather an advantage under the criteria
of lifetime. Furthermore, uNodes have already sssitdly incorporate energy harvesting
technology by the usage of solar cells as poweplgupr the nodes. In the BP case a long and
permanent observation of various environmental timmd may be important and pNodes are
thereby the preferred platform.

8.4  Flexibility

The Particle Computer platform was primarily desigrior a high degree on flexibility. A huge
palette of different sensors (e.g. light, accelemataudio, force, temperature) and communication
modules (e.g. customized protocols, Bluetooth, @@bare already available and can be
combined with each other. pNodes can be extendedady, but their primary focus is on
routing and energy efficiency. Currently, there ardy a few sensors available for pNodes.
Sindrion is also capable of serving different sesnsélowever, the platform has not yet been
tested with sensors. The BP case may require diffexensors directly attached on the drums. As
a consequence, the usage of Particle Computereodrtims may be preferred.

8.5  Scalability

Scalability plays a major role in ad-hoc wirelegdworks. Especially, if many wireless devices
come together, scalability denote the capabilitythef system to still perform communication
with each other. Different mechanisms ranging freophisticated MAC protocols to routing
protocols were proposed and implemented to deal dghse and large settings.

In large scale settings many nodes are distribated a large area. However, only few of them
are located in a common communication range. The¥efrouting is required in order to let
different nodes to collaborate with each otheruahsnetworks. The pNodes implement a routing
protocol which can cope with a huge number of devidistributed across a large area. Routes
are determined automatically and data can be toatespvia multiple hops to any destination.

For dense scale and mobile settings where manyge®gwre in the same communication setting
or fast changing settings, scalability depends oACMprotocols. In particular, in mobile
scenarios, the usage of Particle Computer is adgaonus. The platform implements with its
non-destructive bitwise arbitration a MAC protocehich is primarily designed for high
scalability in rapid changing and mobile scenarios.

The BP scenario from D501 requires both a envirartaleobservation covering a large area
where drums are stored and ad-hoc collaboratioalsgges if drums come together. For the first

requirement pNodes are preferred in order to enableverall monitoring and for the second

requirement Particle Computers are preferred irerotd establish a highly dense and scalable
collaboration environment between the nodes.
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The scalability of Sindrion nodes depends on theké&ad system. Nodes cannot directly
communicate to each other, but rather all commtioicagoes through a UPnP Gateway and a
UPNP control point within the backend. Considetrihg resources of current desktop computer
system regarding networking bandwidth and procgsgower, the scalability is very high. The
approach is preferred if the setting is highly aermit the nodes are all in one-hop distance from
a desktop computer providing the UPnP gateway. Aesalt of this characteristic Sindrion nodes
are preferred in the SmartShelf scenario from D101.

8.6 Backend Coupling

If an application case is very backend centric,ii.ean be guaranteed by the application case that
there will be always a connection to the backehigd, will be called a strong backend coupling of
the application. The Sindrion platform was espécidesign for such kinds of applications. In
contrast to it, pNodes and Particle Computer aosdty coupled systems. They are able to
execute business logic independently from a backeindstructure. This makes them preferred
in scenarios where ad-hoc communication is the gmymssue. The BP case in this project
represents such a scenario of ad-hoc communicakioe.chemical drums can be placed where
backend connection is not available. Also, duringngport, backend connection cannot be
guaranteed in this phase. But, still the monitorimfgcertain safety rules is required. The
SmartShelf scenarios on the other side are strobgbkend coupled. Although the Sindrion
nodes work together in order handle readers’ iaterfce, a gateway is always necessary.

8.7 Maintenance

Maintenance refers to necessity to observe theatiparof the CoBls technology and to act in
case of a failure. Technology which is strongly mled with the backend such as the Sindrion
platform can be monitored very easy. As a consetpjesppropriate measures can be taken fast
in case of a failure. Loosely coupled systems siscRarticle Computer and pNodes are harder to
monitor. Error reports or automatic maintenancaiests have to be forwarded using multi-hop
techniques. In general, all these technologiesadle to provide status reports about their
functionality. Additionally, the collaboration bedé®n the nodes can be used for a mutual
observation. As a result, failures can be detectkdively fast.

Still, in the BP case this might be critical as taekend coupling is not guaranteed all time. If
the technology should not negatively affect theitess process, then maintenance cycles of the
technology should be appropriately aligned withutag cycles of the business items. In the
current stage of the project we believe that thenteaance cycles are coupled to the robustness
of the platform. Due to the lack of experience ardh environments (see section 8.1), no final
statement can be made here.

9 Other Platforms

Wireless sensor networks are an ideal technica Basrealizing CoBls. The current available
computational power is sufficient to perform tassbusiness logic. Further the platforms are
small, relatively cheap and energy-aware which reakem technically suitable for being the
real-world interface in CoBls business processes @v long-term settings.

Apart from the platforms within the project otheir@less sensor net platforms are currently
available, both in the research sector and comaibrciProminent platforms in the research
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sector are Berkeley Motes with their various dessa the EYES nodes, and the ETH’s
BTNodes. Commercial platforms are MillennialNet,dkistrain and Telos. In the following we
will give a state-of-the-art overview of those fdams.

9.1 Wireless Sensor network Platforms in the Resear ch Area

Almost all wireless sensor network platforms whane presented here are also commercially
available through a contractor producing small gjtias. However, the past development and the
current development is still driven by the respaxtiesearch group and their associates. This
stands in contrast to commercial platforms whiah @mpletely developed and distributed by a
company.

9.1.1 Berkeley Motes

Berkeley Motes are an open experimental platforieh @en be created using Commercial-Off-
The-Shelf (COTS) components and are therefore somaetreferred to as COTS-motes. Motes
are widely spread on the American research secimzost of the development is done within
this clientele.

The development of the Motes started in 1998 irk8ley and comprises different derivates. All
the different types of motes are characterizednbggrating four subsystems in a small package;
power, computation, sensing and communication. heamore development of the Motes is
tightly integrated with that of TinyOS, the opengtisystem for all Motes. The current derivate is
the Mica series.

The Mica mote (Figure 18) bases on an Atmel ATM@@ilmicrocontroller. It comprises a
program flash of 128KB, 4KB RAM, and 512KB additadrexternal Flash memory. It integrates
a CC1000 transceiver able to be adjusted on diffefequencies ranging from 310Mhz —
915Mhz. This allows to adapt this series to raéigutations in the country it is used. The Mica
motes are powered by two regular AA batteries. [glatan be extended by a sensor board
integrating acceleration sensors, microphone, ligehsor, magnetic field sensor and a
temperature sensor.

Figure 18. Mica2 Mote (source: http://www.xbow.com)

All motes derivates run TinyOS. It was one of thstfoperating systems addressing small, low
cost, sensor nodes with limited energy and proogssesources. TinyOS is a event-driven,
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component based runtime environment. The systerfiigewation consists of a tiny scheduler and
a graph of components. Components contain taskshwdre actually the implementation of the
functionality. The composition process creates fayef components where higher level
components issue commands to lower level componramislower level components signal
events to the higher level components. Physicabvisare represents the lowest level of
components [13]. This architecture provides a ss&foé abstraction for developers on Motes.

9.1.2 Eyes Nodes

The EYES project is a three years European resegrofect, on self-organizing and
collaborative energy-efficient sensor networks.attdresses the convergence of distributed
information processing, wireless communicationg armobile computing. In the EYES project,
the architecture and the technology needed fodimgjlself-organizing and collaborative sensor
networks using smart sensor nodes which are selfeveelf-reconfigurable and autonomous, is
developed [14].

One of the preliminary results of the EYES projescthe development of two prototype sensor
node platforms; the eyeslFXv2 by Infineon (Figug and the NEDAP sensor node v1.0 (Figure
20).

Figure 19. Infineon eyesIFXv2 (source: Univ. Twende Figure 20. NEDAP sensor node v1.0 (source:
Univ. Twente)

Both sensor nodes are small embedded systemsnit@porate communication, sensing, and
computation in one device. The system architecfrehe nodes is also very similar. A
microcontroller forms the computational heart oé thode to which a radio transceiver and
sensors are connected. Several digital and analogections are provided for connecting extra
sensors and other hardware, like for example aosésard. The devices are powered by two
AA alkaline batteries. The main difference of thtsensor nodes is the radio transceiver used.
The NEDAP node uses an RFM TR1001 transceiver \aisetiee Infineon one uses their own
TDA5250.

9.1.3 BTNodes

The BTNodes from the ETH originate from the EC feddmart-Its project (http://www.smart-
its.org). BTNodes realize a wireless sensor netviogrkhe use of the Bluetooth standard. This is
advantageous in many scenarios as other off-thie4stalucts like cell-phones and PDAs can
immediately communicate with those nodes as theye hlauilt-in Bluetooth capabilities.
Although also commercially available through a proer, the entire BTNode development is
done at the DSG research group at the ETH.
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Figure 21. BTNode revision 3 (source: http://btnodethz.ch)

Currently, BTNodes are available in revision 3 (Fg 21). They incorporate a dual-radio

approach, where the Bluetooth functionality is pied by the Zeevo ZV4002 and a low-power
radio by the Chipcon CC1000 operating between 438MHz. The idea behind this design is to
have a low-power, low-bandwidth RF trigger in orderenable the high-bandwidth, but also
more energy consuming Bluetooth interface. As altethe energy source (two regular AA

batteries) can be better utilized. Apart from thia¢, BTNodes are also radio-compatible with the
Motes and there is even an TinyOS port for BTNodes.

Like the Mica nodes, the BTNodes utilize the ATM&g8L microcontroller. Additionally, they
access 180KB external SRAM and provide various ititerfaces for additional sensors. The
BTNodes team does not offer sensors with their so@ilbose have to be purchased separately.
Nevertheless, the provided I/O interface with thpport of standard communication busses like
I2C will ensure a fast an easy way to add those@sn

9.2 Commercial Sensor Network Platforms

In contrast to research platforms, the commerciatfgms we are considering here are
developed and distributed by a company. Represessgatfor such platforms are Telos,
Microstrain and MillennialNet.

9.2.1 Microstrain and MillennialNet

Microstrain (http://www.microstrain.com) and MilleialNet (http://www.millennial.net) both
provide wireless sensor node solutions for indaktapplications. Microstrain offers various
sensors ranging from out-of-the-box modules intixgga accelerometers, strain gauge, or
temperature sensors to general purpose modulesaliegogue-digital converter module or
amplifier and multiplexer module for customised eleyments. MillennialNet provides a
networking platform consisting of communication eedworking with a 802.15.4 compliant
radio, network routers and gateways for backendhedtivity. The nodes operate with data rates
up to 250 Kbps and an approximate range of 30m.nEteork is self-organizing and routes the
data traffic according to mesh or star topologyllévinialNet does not offer sensor boards
utilizing their network architecture.

Microstrain and MillennialNet are currently not &dile for CoBls scenarios as we have in mind.
Although, surely equipped with sufficient compubatal power, they lack the ability to update
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their firmware wirelessly. In the current statévhtrostrain defines only a configuration interface
able to adjust rates or define triggers which atéthe sensor sampling and sending. However,
for CoBls the flexibility of software updates igjered as the need may appear to reconfigure a
CoBls scenario.

9.2.2 Telos

The Telos node (Figure 22, http://www.moteiv.com)ainother Mote derivate, but developed

outside the University of Berkeley. The next stegswdone though the use of a new transceiver
working on the 2.4GHz band and incorporating thEEE302.15.4 standard. On this band the
node can be used license-free around the worlddaed not need to be adjusted anymore. The
new radio promises a range of up to 125 metersewhdorporating energy-awareness and fast
responsiveness. It is further expected to be iatedrin the next generation cell-phones and
PDAs. In that way, the Telos node may be compatibleegular consumer devices as it is

Bluetooth today.

Figure 22. Telos Mote (source: http://www.moteiv.cm)

Other key features of the platform are listed below
250kbps 2.4GHz IEEE 802.15.4 Chipcon Wireless Toaner
8MHz Texas Instruments MSP430 microcontroller (F#M, 48k Flash)
Integrated ADC, DAC, Supply Voltage Supervisor, &dA Controller
Additional 1MB external Flash memory
Integrated onboard antenna with 50m range indob2&m range outdoors
Integrated Humidity, Temperature, and Light sensors
Ultra low current consumption
Fast wakeup from sleep (<6us)
Hardware link-layer encryption and authentication
Programming and data collection via USB
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16-pin expansion support and optional SMA anteroraector
TinyOS support : mesh networking and communicatigolementation

In particular, the decision for TinyOS as an urglag operating system enables a developer to
conveniently re-use existing developments for teekBley Motes platform.

9.3 Summary of other State-of-the-Art Platforms

The following summary presents an overview of int@otr technical features of previously
described platforms. MillennialNet and Microstraare omitted.

Sensor Node Motes BT-Nodes EYES (uNode) Telos

Atmel ATMega 128lAtmel ATTI MSP 430 TI MSP 430
Processor

Mega 128L
RAM 4k 4k 10k 10k
DATA-RAM 512k Flash 180 k Sram 512 k Flash 512k
Program-Flash 128k 128 k 48k 48k
Radi CC1000 CC1000 an/CC1010 CC2420
adio Zeevo ZV4002

310-915MHz 868 MHz ani310-915 MHz 2.4 GHz
Frequency 5 5 GHz
Datarat di 38.4kbit/s or 76.4 kbit/s an76.4 kbit/s 250 kbit/s

atarate (radio) oy pit/s 1 Mbit/s
. 3 LED, speaker 4 LEDs 4 LEDs, LCD 3 LEDs, 2
integrated Actuators b
utton

- - Temperature Humidity,

integrated Sensors Temperature,
Light

Dimension 58x32mm 58x32mm 40x50mm 33x66mm

Table 10. Summary of other state-of-the-art platfoms

10 Accomplished Trials on Wireless Sensor Networks

In the last years a series of real world trialsomporating wireless sensor networks has been
accomplished in particular in the US. Various scesawere deployed and evaluated in
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corporation with industry and universities. Almosith no exception the Berkeley Motes
platform sold by Crossbow were used in those depéoits. We will present a list of different
deployments with a brief explanation.

10.1 Research Trials

Great Duck Island [9] is probably the best-knowects deploying a sensor network in the wild.
The trial was conducted by the University of Beeein cooperation with Intel Research and the
College of the Atlantic. In the largest trial alegher 150 motes were deployed for observation of
sea birds on the Great Duck island, ME. The nodessnre temperature, humidity and controlled
infrared sensors. The network was installed imtbgts of the sea birds and the gathered data was
forwarded to a central communication uplink utiigithe multi-hop capabilities of the motes
after the network has established the routes. Hie kielp biologists to understand the nesting
behaviour of the sea birds on the island. The t@lered the typical capabilities of sensor
network: measuring and forwarding this informatiofhe CoBls approach will go further.
Forwarding information is just one part. Sensor esodn CoBIs scenarios will implement
business logic and make decisions in dangeroustsitis where backend call-backs are not
possible.

Intel Research and University of Berkeley used atetes to monitor environmental conditions

of vineyard [7]. The trial was carried out in OregdSA in 2002. Altogether 65 motes were used
and equipped with temperature sensors. Like inGheat Duck island trial motes established a
network by establishing routes to each other. Téthayed data was then used to map growth
conditions and susceptibility to infections in aeyard.

Very similar to that the University of Berkeley @hrcted a trial in summer 2003 consisting of
about 50 motes which were installed in redwoodstrg8]. The motes were programmed to
measure the microclimate with temperature, humidigynfall, light, and wind sensors. The
motes were installed in different heights on thgdatrees and ran through the summer with a
single C size battery. Wireless sensor network aaheantageous to wired sensor approaches,
since they are significantly cheaper and easiéndtall. In particular for the redwood tree trial,
biologists could deploy multitudes in an area amdwda more fine grain picture of the
ecosystem.

In the above trials there were also investigationanotes regarding an appropriate packaging.
Currently, the research questions are focused fonnmation routing and dissemination and duty
cycle considerations for extending battery lifetinhe the industrial surrounding the focus will
shift safe and durable packaging. With CoBls wel wiéfinitely consider this issue of
requirements for wide-area usage of wireless sensarch environments.

Only a few facts are known on military researchl#i They are mostly concerned with tracking
solutions for persons or hostile vehicles. In 20DBRPA and the Vanderbilt university
conducted a trial for shooter location in a pregamst area with houses, street crossings and
other urban structures. For the trial 45 motes@ensdes were distributed within the structure
which measured sound and atmospheric shock wage#ing from a gunshot. The combined
information from the nodes was then used to trigatguthe shooter position. The accuracy was
one meter and the latency for the detection dfieishot was about two seconds.

DARPA currently funds another project for explogithe sensor node collaboration in a anti-
tank minefield. The basic idea is that a minefisldble to reconfigure its physical deployment
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according approaching a optimum regarding coverageprotection. After a minefield is
deployed a communication network of sensor nodeweéslaid in order to detect autonomously
the coverage. In case of a breach, i.e. part ofithe is destroyed, the nodes detect the failure
and find collaboratively a new solution for a plogirearrangement of the mines. Latter are
equipped with some rocket thrusters to accomplighrearrangement. In summer 2003 a trial
was conducted involving 96 sensor nodes.

10.2 Industrial Trials

Industrial trials have the objective to fast accbstpthe usage of wireless sensor network
technology in the industrial surrounding such aslpction, manufacturing or logistics processes.
As a consequence, this area is of particular iatdog CoBls.

In order to optimize a production process, Intesé&@ch has deployed 200 wireless sensor nodes
in an Oregon chip fabrication plant. The sensonsstantly monitor vibration levels of some
factory equipment and report variations out of pfagkd levels. The data are additionally used
for preventive maintenance operations, i.e. toipteéde next maintenance cycle for planning to a
further extend in order to avoid costly plant dowrs. Currently, this observation is currently
done manually. However, using the CoBls approadizinoy wireless sensor nodes can provide
more reliable data and reduce costly manual mangor

Intel recently collaborated also with our partn@&. Bimilar to the scenario in the chip fabrication
plant, sensor node technology was deployed on &mker cruising in the North Sea. The goal
was to evaluate the operation of the technology iarsh environment with extreme temperature,
strong vibrations and RF noise cause by the heaatalrparts of the ship’s body. Data from the
node help also to support preventive maintenaneeatipns. The test ran for over 4 months and
the system delivered valuable data and recoveoed érrors.

General Electric Co. completed in January 2005 st wégth shipping containers that were

equipped with sensor nodes. The nodes could ddteopering of the containers and

communicate these faults to their neighbours. Hpproach of meshed sensor nodes will be
probably used to secure apartment buildings andstniél areas. Like in the CoBls approach,
nodes have to organize themselves and collaborateler to detect the security fault.

A similar safety scenario compared to the CoBlswae ChemSecure conducted by the NASA's
Dryden Flight Research Center [15]. Technologicd#llis different from the usage of wireless
sensor nodes, but the experiences gained are \apable for a later CoBls evaluation.
ChemSecure was a system for detecting hazardaustisits which may occur when storing
reactive chemical materials. NASA did not used {gss sensor nodes, but passive RFID tags.
Those tags were attached to chemical containerghamdransported to nearby storage buildings.
Each RFID tag had a unique identifier and wasdistea database providing more details about
the container. Facility doors were equipped witHIRFeaders and monitored the traffic flow of
containers in both directions through the storag&aece. Additionally, sensor fixed located
throughout the facilities measured recent contameperties such as heat, weight, and motion,
as well as chemical leakage of a container. An Braatabase system in the background
constantly cross-checked data from the RFID tagissmsors in order to match them against a
database of possible conflicts. Hazards were pdtifo responsible persons via e-mail or short
messages on cell phones. The test ran 90 daysoaldisuiccessfully detect hazardous situations.
In contrast to CoBIs, it heavily relies on infrastture support through readers and sensors
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mounted in fixed locations on the facilities. Sachinfrastructure is expensive. NASA's officials
estimate costs of $30,000 to tag each vehicletthasports chemicals. Additionally, it will cost
$450,000 for an alert system that notifies persbtireg a site has reached its storage capacity. A
system with sensors and communication technologydientifying the inventory on a truck is
estimated at $500,000. The CoBlIs approach rundistabuted manner. As a result, the devices
are more complex than passive RFID tags. However,believe that the savings for less
infrastructure and the gained flexibility will coiftute to a significant benefit for a user.

11 Interoperability of CoBls Platforms —
Approaching the Platform Abstraction Layer

In this section we describe fundamental ideas foragch an appropriate abstraction which
makes different platforms accessible for a busireggglication. The concept which is here
outlined will be set into place and constantlymeti during the runtime of the project. We follow
thereby the service-oriented approach as proposPd01 and driven by WP1.

The main characteristic of a service is the dedgongpbf description and implementation. Any
service is separated in these two parts. The geiseri specifies interfaces, bindings and
protocols, ports, messages, and types. For furationimplemented part the programmer is
required to guaranteed that this part acts invilaig it was described. The concept is favoured for
processes involving heterogeneous platforms. Aoamifdescription, e.g. WSDL in case of web
services, ensures type safeness when various daattentities — the services — play together.
The implementation of the functionality can then daeried out on an arbitrary system in an
arbitrary language. Crucial for the success of ¢bacept is a commonly accepted way to
combine these services with each other. Set thastéthnical question: How can one service use
the functionality of another?

We can identify two fundamental approaches. Thst fpproach includes a central instance
which drives the services. It executes the firgt and takes the results and executes the second
one. The final result is then available from thatca instance. The following figure depicts this
approach.

Final Results
Central Driver >
Call Servicg Call Service Results
Results with results o Service 2
Service 1

ervice 1

Figure 23. Central service driver

However, in a service concept a central mediatootsneeded anymore. The service description
ensure the safeness if one service calls anothseltypes of calls are also specified in the
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Simple Object Access Protocol (SOAP) [19]. Utilgi®OAP, services can be combined in any
way as a service just needs to know the contributwmits result and can call them directly. The
SOAP implements thereby the most fundamental cdrlagpyn from distributed systems — the
remote procedure call or RPC. SOAP is describetMh like the service description languages.
SOAP itself does not contain the functionality o€ tcall, but similar to the service description
SOAP describes the call. The imposed structureutiira grammar on a document, both SOAP
and service description document, enables the &recenvironment to actually drive the call by
itself, i.e. uses its own methods to handle thiscBlgure 24 summarizes the service call. Service
1 is then also called a compound service as iesetin the results from another service to

accomplish its results.
Final Result
>
<
<
As a result, we find that services decouple desoripand functionality. Services can call each

Figure 24. Service call through SOAP

other using a RPC which is platform independendgadibed by SOAP. As a consequence, the
service approachbstracts from specific implementatioms specific platforms, but stidnsures
interoperability.

SOAP RPC

Resul

For the CoBls platforms this is a promising waygo. However, a service based approach
requires the understanding that means the pars$isgraice description. Although not impossible
on such platforms it will exhaust the capabilitie the platforms. A less generic way
implementing a subset of possible service desonptand imposing some functional constraints
is therefore favoured.

With the Sindrion platform, we have already expertabout UPnP [20] within the consortium.
UPnP actually follows the service concept, but wtitle main objective to implement it on
embedded devices like consumer devices such a% videorders, but also within home
automation systems. The UPnP standard describasesem XML, and also utilizes SOAP as an
implementation of RPC. However, UPnP reduces coxitgley constraint that a service call can
only change a state variable. Programming in staéehines is very common on embedded
systems as well as on sensor nodes (see for exahmp©S). This makes it very easy to
implement such call on resource-constraint devieeen more, and this is shown by Intel, if a
service description is available, the approachwaldo optimize the execution environment
before the in-field operation. Only the servicesatided need to be supported. The approach
guarantees by design that there are no other @@ és a result, the operation phase of the
CoBIs technology can be pre-processed and optim@eda capable development system
beforehand.

The Figure 25 depicts a possible approach for diopha abstraction. The figure illustrates how
the service oriented approach can be broken dovapégific sensor network platforms. In the
Service World, services are described utilizingappropriate description language, e.g. WSDL
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in case of web services. Services describing CéBlstionality are also specified in this world.
The functionality of the service may actually badered on the wireless sensor nodes. Crucial
for the backend is the same kind of interface fbpkatforms providing CoBlIs functionality.
Although the implementation may strongly vary, tbescriptive interface through service
description and SOAP enables this abstraction. Aesalt, services in the service world can
utilize the implementation on sensor nodes bygnsther SOAP call.

If the services on nodes collaborate with eachradlirectly like in the BP case where they have
to report and to check safety conditions to eattemtthey are using their own vendor specific
protocol to exchange information. For Particle Cabep, this is the ConCom protocol for

instance. For collaboration with the backend, festance for monitoring or alert reporting,

specific protocols are not appropriate. The conwgarss done in the platform abstraction layer
represented by a UPnP gateway. Latter is respengibplreflecting the nodes’ services in the
backend and therefore providing access for servi@nted backend applications, but also to
convert SOAP RPCs from the backend to node speRF€ protocols. These are then injected
into the network by platform access point. This rbaya communication bridge for instance. The
gateway may fulfil further tasks such as to prowatlgays the last recent information for backend
monitoring services, event generation in orderdtifyn backend service, as well as tracking for of
specific nodes in order to provide service accadsavlow latency.

—>
Service /
World @ Pl

SOAP Rpf f?esults | Events

Platform UPNP Servicgl UPNnP Servicd UPnP Servicg
Abstraction

UPnP Gateway

Platform
Access Poi

lPIatform specific RPC

CoBls
. Wireless
Implementation ¢,
Network
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Figure 25. One approach for platform abstraction inCoBls

As the next steps which need to be achieved inracdemplement any service oriented concept
for sensor nodes is the consistent descriptionhef node services within the backend. The
services have to be described in such a way teagpropriate stubs for platform abstraction can
be generated mostly automatically from them. CoBé#fined in WP1 will be starting point for
this generation. It has to make clear what kindescriptive elements the language must contain
to appropriately accomplish the constraints andiestjof specific platform. Such an enriched
document provides then the base of a successftlaabsn. UPnP is here just one technique
which we approach as it provides already an acdegtgndard for service oriented applications
on resource-constrained platforms. Apart from pustging the services down to the nodes, their
interaction has to be considered. Interaction whth backend will be converted to SOAP calls,
while collaborative activities between nodes rentmtween them. WP2 will investigate a toolkit
on reusable collaborative services which are impleied on the wireless sensor nodes and work
in conjunction with the platform specific protocols

Technically, the XML based service description &mel use of SOAP in UPnP should make it
easy to integrate the approach in service orieatehitectures. However, the UPnP approach is
one approach to a uniform platform abstractionwdis primarily designed to control devices.
Whether it is capable and feasible to support bollating scenarios is a research question for the
deliverable D302. Therein the approach will be eatdd in more detail on the different
platforms and in strong reference to the applicaioenario. In general, the focus of WP3 is to
research on appropriate open standards for inteabjbi¢y in collaborating environments such as
the BP case. The usage scenarios are challengohgnay require other approaches beyond
UPNP.

12 Conclusion and Future Work

The report presented important technical featufethe platforms Smart-Its Particles, Ambient
System’s uNode and Infineon’s Sindrion system. /ltile first two are wireless sensor network
platforms, the Sindrion system is concerned abloatintegration of sensors and actuators with
the existing standard UPnP. For CoBls these plagoform the technical basis for item
collaboration. From first practical experiences kave gathered in WP5, we state that they
provide sufficient computing power in order to rbnsiness logic, are freely programmable in
order to provide a platform able to receive newises, provide sensing capabilities in order to
deliver input into the decision making process bf tbusiness logic, and comprise a
communication interface in order to enable the atmfation. They therewith fulfil the
requirements on an appropriate CoBls platform adyard in section 4. The platforms are not
complete. Section pointed out ultimate targetsnaigg lifetime, costs, reliability, environmental
constraints and range, which need to be achievedifeless sensor network platforms in general
to accomplish a CoBls setting.

The report is very technically and provides insigim each CoBls platform. The intention is to
provide a base for design and implementation cenatibns for services running on the devices.
Those design aspects will be discussed in stroogeration with the partners from WP2 and
WP4 and the survey in this report defines the patars for that.

Deliverable D301.doc | Public |  49/52 |




Project Title Collaborative Business Items Project No. 004270
Project Acronym CoBls Date 31-07-2005
Chapter References Deliverable D301

Further, the report gives a brief overview of othtatforms from research and industry. In each
survey the platforms are not directly compared ragjaeach other, except for some technical
features in the provided tables. The design of gdatiorm followed a different directions and
foci. It is the objective of WP3 to enable all fdaitns for CoBls utilizing a service-oriented
concept.

As a consequence, for future work the Hardware rabsibn Layer which is defined and
implemented in the next phase of the project wellrbplaced by a service oriented architecture.
WP3 will contribute by encapsulating the platforpesific strengths in services and represents
them to the overall architecture. In that way, tlierent characteristics will be appropriately
reflected in the overall architecture. A first apgch for platform interoperability utilizing UPnP
as a standard for embedded systems was outlingection 11. This will definitely deepened in
the next phase and results will be given in thevdedble D302.
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